UNMC USB storage device encryption policy

After June 7, 2016, here's what you’ll see when you insert a USB storage
device in your computer:

Before you can save files on this drive, you need to encrypt it
using BitLocker

= Encrypt this drive using BitLocker Drive Encryption

The drive will be read-only until encryption is complete.

= Don't encrypt this drive
You can open files that are already on the drive, but won't be able to save
new files on it.

What is Bitl ocker Drive Encryption?

If you choose Encrypt this drive using Bitlocker Drive Encryption
you will receive the following message. Type your password — twice.
It must conform to UNMC standards — at least eight characters in
length, at least one capital letter and at least one number. You will
NOT have to change passwords every 6 months. Click Next

&}q‘ BitLocker Drive Encryption (D:)

Choose how you want to unlock this drive

ﬂ Some settings are managed by your system administrator,
Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password | |

Reenter your password | |

Use my smart card to unlock the drive
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Choose Encrypt entire drive then click Next.
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

contain retrievable info.

(O Encrypt used disk space only (faster and best for new PCs and drives)

(® Encrypt entire drive (slower but best for PCs and drives already in use)

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still

Click Start Encrypting.
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Are you ready to encrypt this drive?
ou will be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive,

Until encryption is complete your files will not be protected.

[ Start Encrypting ][ Cancel




When you insert the drive after encryption you will see this dialog box.
You can check the Automatically unlock on this computer from now on
and you won’t need a password when using the same computer.

22

NS, %@' BitLocker Drive Encryption (G:)

This drive is protected by BitLocker Drive Encryption

Type vour pazsword to unlock this drive

7] Show pazzword characters az | bype them

] sutarnatically unlock o this computer fram mow an
| forgot my pazswornd

Why do | have to unlock the drive?

Unlock ][ Cancel

If you’d like to save the encryption key in case you forget your password please
Contact John Rejda (jprejda@unmc.edu or Alan Wass (awass@unmc.edu).

If you choose Don’t encrypt this drive and you attempt to write
or delete a file you’ll get this message:
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The disk is write-protected.

Remowe the write-protection or use another disk,

Encrypt or Mot

- Itern type: PMNG image
Dirmensions: 515 x 291
Size: 30.5 KB

Try &gain ] ’ Cancel
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